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A Message From The Inspector General

I am pleased to present the Small Business Administration (SBA), Office of Inspector General (OIG),
Semiannual Report summarizing activities from October 1, 2004, through March 31, 2005. On behalf of
the OIG staff, | would also like to thank Harry Damelin who, as the Inspector General during this
reporting period, provided the support and leadership that made these accomplishments possible. Harry
was sworn in as the Inspector General of the Treasury Department on April 4, 2005.

As an independent, objective reviewer and evaluator of the operations and activities of the SBA, the OIG
seeks to target potential financial vulnerabilities and fraud in SBA programs, promote effective program
management, ensure sound Agency financial and management information, and improve information
security management. During this reporting period, we issued 18 reports with recommendations for
improving Agency operations, reducing fraud and unnecessary losses, and recovering funds. In addition,
OIG investigations led to 24 indictments and 19 convictions of subjects who defrauded the Federal
Government. In addition, the Office collectively reviewed 79 legislative, regulatory, policy, procedural,
and other proposals concerning the SBA and Government-wide programs. With a staff of approximately
100, the OIG continues to produce sizeable savings and important program improvements.

SBA has substantially changed its methods for delivering services and loan products by streamlining its
operations. The Agency has moved away from the direct delivery of products and services and toward
using partnerships and business resource partners more extensively. SBA has also reorganized field staff,
centralized certain functions, and reduced staff. The Agency’s transformation to a “New SBA,” however,
entails substantial risk for fraud and abuse. Lack of direct involvement in lending and servicing functions
weakens SBA’s ability to prevent and detect fraud in its loan programs. SBA’s need to monitor the
activities of its lenders and the importance of OIG oversight has increased significantly.

During the past 6 months, we have focused much of our effort on working with the Agency to resolve the
most important Management Challenges facing SBA. While much remains to be done, SBA is making
progress on a number of its challenges. In this reporting period, we issued the FY 2005 Management
Challenges, began discussions with program officials to revise the Challenges—where appropriate—to
keep them forward-looking, and published a new Challenge on Government Contracting.

While the OIG continues to identify financial management as a major Challenge for the Agency, SBA has
made significant progress in improving its financial statement opinion. SBA’s most important
accomplishments have been improved models for estimating the Agency’s subsidy costs and improved
controls over financial statement preparation. These improvements contributed significantly to permitting
the external auditor to render a qualified opinion on the SBA’s FY 2004 Financial Statements.

I would like to thank Administrator Barreto for his support of the OIG’s work. We will remain vigilant in
protecting the interests of American taxpayers as we work with SBA and the Congress to achieve
measurable results.

Peter L. McClintock
Acting Inspector General
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Overview of the SBA and the OIG

The Small Business Administration

The Small Business Administration (SBA) was established in 1953 to assist small businesses from start-
up through the many stages of growth. The Agency’s two major goals are to help small businesses
succeed and to assist victims in recovering from disasters. The SBA offers many services to
entrepreneurs through its Offices of Capital Access, Entrepreneurial Development, Government
Contracting and Business Development, and Disaster Assistance.  Services include providing
(1) assistance with developing business plans through counseling services and resource partners,
(2) financing through the Agency’s various business and disaster lending programs, (3) marketing
products and services, and (4) access to Federal procurement opportunities. The SBA’s programs are
delivered by a network of field offices in every state, the District of Columbia, the U.S. Virgin Islands,
Guam, American Samoa, and Puerto Rico. The SBA had an FY 2005 appropriation of $611.2 million
(excluding $929 million from the disaster supplemental), and, as of March 31, 2005, had 2,413 employees
(including Office of Inspector General (OIG) personnel but excluding disaster-funded employees).

The Office of Inspector General

The SBA OIG was established by the Inspector General (IG) Act of 1978. Pursuant to this authority,
through its four divisions, the OIG performs the following functions nationwide.

e The Auditing Division performs program performance reviews, internal control assessments, and
financial, information technology and mandated audits, and oversees audits by contractors to
promote the economical, efficient, and effective operation of SBA programs.

e The Investigations Division manages a program to detect and deter illegal and/or improper
activities involving SBA programs, operations, and personnel. The criminal investigative staff
carries out a full range of traditional law enforcement functions. The security operations staff
ensures that all Agency employees have the appropriate background investigations and security
clearances for their duties and conducts the name check program, which provides SBA officials
with character-eligibility information on loan applicants and other potential program participants.

e The Counsel Division provides legal and ethics advice to all OIG components, represents the
OIG in litigation arising out of or affecting OIG operations, assists with the prosecution of civil
enforcement matters, processes subpoenas and Freedom of Information and Privacy Act requests,
and reviews and comments on proposed Agency policies, regulations, legislation and procedures.

e The Management and Policy Division provides business support (e.g., budget/financial
management, human resources, information technology, and procurement) for the various OIG
functions, and coordinates legislative, regulatory, policy, and procedural review and analysis. It
also prepares the Semiannual Report to Congress and the Report on SBA’s Management
Challenges, and develops OIG strategic and performance plans.



Overview of the SBA and the OIG

The OIG is headquartered in Washington, DC, and has field audit staff in Atlanta, Chicago, Dallas, and
Los Angeles. Investigative field staff are located in Atlanta, Chicago, Dallas, Denver, Houston, Kansas
City, Los Angeles, New York, Philadelphia, Seattle, and Washington, DC. An organization chart for the
OIG is located in Appendix XI.

As of March 31, 2005, the OIG had 94 staff on-board. The OIG’s FY 2005 appropriation was $13.3
million, including a $493,000 transfer for disaster assistance oversight activities (net of rescissions).

The OIG’s responsibility is to improve SBA programs by identifying key issues facing the Agency,
ensuring that corrective actions are taken, and promoting a high level of integrity. We continue to focus
on serving the needs of our customers and stakeholders and on safeguarding SBA resources from waste,
fraud, and abuse. The five strategic goals we seek to achieve are to: (1) prevent fraud and unnecessary
losses in SBA programs, (2) improve the security over and the accuracy of SBA accounting and
management information, (3) assist SBA in improving its small business development and Government
contracting programs, (4) assist SBA management in identifying and resolving persistent and emerging
management issues, and (5) strengthen our ability to identify and have maximum impact on the most
significant SBA issues.

OIG efforts and accomplishments during the first half of Fiscal Year (FY) 2005 are summarized in the
following pages. All audit and other reports issued during this reporting period are listed in Appendix I.
All investigative actions are summarized in Appendix X.



Significant OIG Activities

Goal: Prevent Fraud and Unnecessary Losses in SBA Programs

The SBA has a financial assistance portfolio of small business loans and financings exceeding $55
billion. With more than 5,000 lenders authorized to make SBA loans, the Section 7(a) Loan Guaranty
Program is SBA’s largest lending program and the principal vehicle for providing small businesses with
access to credit they cannot obtain elsewhere. This program is vulnerable to fraud and unnecessary losses
because it relies on numerous parties (including borrowers, loan agents, lenders, and SBA) to complete
loan transactions. Additionally, SBA has increasingly delegated more authority to its lenders, centralized
many backroom loan functions, and reduced staff. As SBA has placed more responsibility and
independence on its lenders, the importance of OIG oversight has increased significantly.

The Disaster Loan Program is another key SBA lending program, which provides direct Federal
assistance for non-farm private sector disaster losses. This highly visible program is also vulnerable to
fraud and unnecessary losses because loan transactions are expedited in order to provide quick relief to
disaster victims.

A Pattern of Citizenship Fraud Persists

The OIG and other law enforcement agencies continue to find a pattern of borrowers falsely claiming to
be United States (U.S.) citizens in order to obtain SBA-

guarantied loans in violation of Agency regulations. Investigations have found borrowers
Investigations have found borrowers and loan agents and loan agents participating in well-
participating in well-organized, multi-loan schemes in orgar_nzed, multl-lgan sche_mes in Whlch
which misrepresentations of citizenship are made and loans misrepresentations of citizenship are
quickly default. Millions of dollars are at risk, with some ~ made and loans quickly default.
individual loans at least $1 million in size. Moreover, loans ~ Millions of dollars are at risk with some
to ineligible borrowers mean that some honest borrowers individual loans at least $1 million in
may not have access to SBA-guarantied credit. As SBA SIZE.

increasingly depends on lenders to administer its loan programs, this problem is expected to increase
significantly.

For example, a Texas businessman applied for and received a $1 million SBA loan. However,
Department of Homeland Security (DHS) records indicated that he was not a citizen. During this
reporting period he was sentenced in connection with making a false claim to U.S. citizenship. The legal
action resulted from a joint investigation involving SBA OIG, DHS, a county-level organized crime task
force, the Social Security Administration, and the Texas Alcoholic Beverage Commission.

Citizenship fraud often occurs in tandem with other crimes. In a different case, a Texas business owner
and another individual were indicted on fraud charges, and the owner

Citizenship fraud often was also charged with making a false claim to U.S. citizenship.
occurs in tandem with other ~ According to the indictment, the owner fraudulently obtained a $1
crimes. million SBA loan and a $390,000 companion loan. Not only did he

falsely claim U.S. citizenship, but he misrepresented that he used over
$307,000 in personal assets to purchase commercial real estate.



Significant OIG Activities

9/11 and Other Disaster Loans Remain Susceptible to Fraud

SBA'’s disaster assistance program provides low-interest loans to disaster victims. Some unscrupulous
applicants attempt to defraud this program, taking advantage of the fact that the loans are made in
emergency situations requiring immediate assistance.

In response to the September 11, 2001, terrorist attacks on the U.S., SBA disbursed over $1 billion in
disaster loans. Over $208 million of these 9/11
disaster loans have defaulted, i.e., are more than 60
days past due, have been charged off, or are in
> ; liquidation. Because repayment of these loans was
these 9/11 disaster loans have defaulted, i.e., are typically deferred for several years after the loan
more than 60 days past due, have been charged  \ya5 made, many of these problems have only
off, or are in liquidation. recently come to light. The OIG has placed an

increased focus on analyzing these loans for fraud
in an effort to prosecute those who have made false statements to SBA. For example, the president of two
New York telecommunications firms was charged with making false statements in connection with nearly
$300,000 in 9/11 disaster loans. He claimed that his companies were located at the World Trade Center
and suffered both physical and economic injury. However, the joint SBA OIG and U.S. Postal Inspection
Service investigation revealed that both firms had moved out before the terrorist attacks.

In response to the September 11, 2001, terrorist
attacks on the U.S., SBA disbursed over $1
billion in disaster loans. Over $208 million of

The OIG investigated a 9/11 disaster loan for $124,300 which was made to a business despite undisclosed
ownership irregularities, a Federal tax delinquency, and pre-existing legal judgments. Prosecution was
not feasible, however, in part because of deficiencies in the language in the SBA loan application form.
As a result, the OIG issued an advisory memorandum to the program office to help prevent similar
situations in the future.

Lender Does Not Comply with the Policies of SBA’s Preferred Lender Program (PLP)

A review of selected loans originated by a Small Business Lending Company demonstrated that they were
not originated in accordance with SBA policies regarding the

PLP program. The lender did not comply with SBA’s PLP The lender did not comply with
processing restrictions for paying off existing SBA debt in SBA’s PLP processing restrictions
seven separate change-of-ownership transactions. Two for paying off existing SBA debt in
transactions involved guaranty purchases for two defaulted seven separate change-of-ownership
loans totaling almost $1.5 million. The lender has repaid the transactions. Two transactions
guaranty purchase amount on one of the loans. We involved guaranty purchases for two
recommended recovery of the guaranty purchase amount paid defaulted loans totaling almost $1.5
for the second defaulted loan. The other five transactions million.

involved same institution debt, whereby the lender paid off its

existing SBA loans. Although the loans were current as of December 31, 2004, the OIG recommended
flagging the current loans. In the event of default, guaranty purchase decisions should take into account
the restrictions that made these loans ineligible for PLP processing.



Significant OIG Activities

SBA Is Increasingly Vulnerable to Loan Agent Fraud

Because fraud by loan agents remains a serious problem, the OIG continues to identify it as a
Management Challenge for the Agency. A loan agent is employed and compensated by an applicant or
lender to prepare an SBA loan application and/or refer the applicant to a lender (or vice versa). Although
honest loan agents can help small businesses gain access to capital, some have perpetrated fraudulent
schemes involving hundreds of millions of dollars in loans. These fraudulent loans often default for non-
payment, and SBA is forced to use taxpayers’ funds to purchase the guarantied portions of the loans.

It takes only a few dishonest loan agents to be involved with

It takes only a few dishonest loan large dollar amounts of loans. In one scheme involving over
agents to be involved with large dollar ~ $28 million in loans, a loan agent manipulated the Section 7(a)
amounts of loans. loan process by simultaneously acting as an agent of the sellers

of businesses, the prospective borrowers, and the lenders.
Among other things, he caused prospective borrowers to sign false application documents and made it
appear that the borrowers had provided the required down payments. As a result of an OIG investigation,
he was sentenced to 9 years in prison with no parole, and ordered to pay over $14 million in restitution to
SBA certified lenders and forfeit more than $2 million to the U.S. Treasury.

Sometimes loan agents combine forces with other professionals to commit crimes. In another scheme,
loan agents and an escrow attorney falsely obtained $9.5 million in SBA-

guarantied loans for convenience stores. Thus far, this has resulted in Sometimes loan agents
convictions for conspiracy, bank fraud, and money laundering. The combine forces with
convictions also included a provision to forfeit up to nearly $10 million in other professionals to
illegally-derived property. commit crimes.

During this semiannual reporting period, the OIG issued its FY 2005 report on Management Challenges,
which included a discussion of the measures required to
prevent loan agent fraud. Because SBA has little
information on loan agents involved with SBA loans, the
Agency needs to systematically identify all loan agents and
track their association with individual loans.  Their
identification is especially critical as SBA continues to
centralize loan processing and liquidation and shift general oversight of loans to lenders, who are likely to
vary significantly in the quality of their oversight.

Because SBA has little information on
loan agents involved with SBA loans, the
Agency needs to systematically identify
all loan agents and track their
association with individual loans.

Since the issuance of the FY 2005 Management Challenges report, the OIG has worked with the Agency
to remove impediments to preventing such fraud and abuse,
including discussing the possibility of requiring loan agents to
provide personal identifiers other than Social Security numbers.
Nonetheless, the basic premise remains the same: without a reliable
database and related monitoring, the Agency’s business loan
programs remain highly vulnerable to loan agent fraud.

...without a reliable database
and related monitoring, the
Agency’s business loan
programs remain highly
vulnerable to loan agent fraud.
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Agency Did Not Send Pre-demand Letters to Disaster Loan Recipients

As of September 30, 2004, 1,495 of SBA’s 9/11 loans valued at $208.8 million were delinquent. OIG
reviewed 37 delinquent 9/11 disaster loans and concluded that pre-
demand or demand letters should have been sent to borrowers of 17
loans. A pre-demand letter is the final notice before the referral of a
delinquent loan to liquidation. It outlines the collections actions SBA
can use if the borrower does not cure the delinquency, including
foreclosure on collateral, referral to the U.S. Treasury for collection, and
referral to a U.S. Attorney for enforcement action.

A pre-demand letter is the
final notice before the
referral of a delinquent loan
to liquidation.

SBA had no record of letters being sent to 13 borrowers although the loans had been delinquent for an
average of 279 days. Demand letters were not needed
SBA had no record of letters being sentto 13~ for the remaining 20 loans because of bankruptcy,
borrowers although the loans had been offers-in-compromise or legal actions, or for those
delinquent for an average of 279 days. under 90 days delinquent. We recommended that the
Associate  Administrator, Office of Financial
Assistance (OFA), revise the appropriate Standard Operating Procedure (SOP) to direct servicing centers
to send timely pre-demand and demand letters to delinquent borrowers, maintain the letters in the loan
file, and ensure that sufficient staff resources are devoted to this activity. OFA agreed to revise the SOP.

Equity Injection Fraud Places SBA Loans at Risk

Because an SBA borrower may not have all the collateral or proven cash flow normally required by a

lender, the Agency may require its borrowers to
Because an SBA borrower may not have all the  inject their own assets into the project being
collateral or proven cash flow normally financed. The practice of placing some of the
required by a lender, the Agency may require its  borrower’s money at risk is called equity injection.
borrowers to inject their own assets into the

project being financed. OIG investigations continue to find borrowers who

falsely claim to have made equity injections into their OIG investigations continue to find
businesses. For example, a New Jersey attorney, a business borrowers who falsely claim to have
owner, and the purchaser of the business entered guilty pleas in made equity injections into their
connection with a $1.75 million SBA-guarantied loan made on businesses.

the condition that the purchaser of the business inject $700,000

into the business. The investigation revealed that the injection never occurred and that the loan applicant
conspired with the attorney and the business owner to falsely represent to the lender that the injection was
made. The loan immediately went into default.

In another case, the former owner of a Missouri business was sentenced to 5 years probation, a special
assessment, and nearly $172,000 in restitution to a financial institution because she falsely claimed to
have injected about $171,000 into the company before a $727,000 SBA-guarantied loan was disbursed.
She made only a few interest-only payments before the company went out of business.
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The OIG-Identified Management Challenge on SBICs Continues with Revisions

The Small Business Investment Company (SBIC) program was designed to stimulate and supplement the
flow of private equity capital and long-term debt to small concerns. In FY 2004 the OIG issued a
Management Challenge on the SBIC program stating that The current structure and oversight practices of
the SBIC program place too much risk on taxpayer money. Program officials have estimated that the
cumulative cost of the program to the Federal Government is projected to be about $2 billion on an
outstanding portfolio of $5 billion.

The OIG reissued the SBIC program Management Challenge in FY 2005. The Challenge is currently
undergoing revisions due to recent changes in the SBA

The Challenge is currently undergoing reauthorization legislation, corrective_ actions take_n by the
revisions due to recent changes in the Agency, and the results of an on-going OIG audit of the
SBA reauthorization legislation, SBIC liquidation process. For exampl_e, due to Iegis_lative
corrective actions taken by the Agency, c_hanges, no new participating security SBICs will be
and the results of an on-going OIG audit licensed. In order to resolve this Challenge, management
of the liquidation process. needs to (1) implement an improved methodology for

estimating losses to be incurred in the program; (2) set
capital impairment percentages based on documented analyses; (3) issue the revised SOPs on operations
and the liquidation process; and (4) address requirements for documenting quarterly risk assessments of
SBICs, procedures for restrictive operations, systematic and timely criteria for transferring SBICs to
liquidation status, and defining the term SBA-investor. Management also needs to establish better goals
and performance indicators to show how effectively and efficiently SBICs are liquidated, and to develop
operating procedures for monitoring the liquidation of SBICs in receiverships.

SBIC Theft Resulted from Manipulation of Records

SBA licenses SBICs and supplements their capital with government-guaranteed securities so that the
SBICs in turn can provide assistance to small businesses,

particularly during growth stages. During this reporting period, ...the part owner of a New Jersey
as a result of a joint effort by the SBA OIG and the Federal  SBIC responsible for lending money
Bureau of Investigation (FBI), the part owner of a New Jersey to start-up technology businesses
SBIC responsible for lending money to start-up technology pled guilty in connection with her
businesses pled guilty in connection with her role in stealing role in stealing over $1.9 million
over $1.9 million from the SBIC. This individual and others from the SBIC.

issued checks, wire transfers, and other payments for their own

personal benefit to and through another firm, which also was partly owned by the defendant. They
concealed the thefts by falsifying the second firm’s records to make it appear that the payments were for
salary or shareholder distributions.
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Focus of Lender Oversight Management Challenge is Shifting to Implementation

SBA has substantially changed its methods for delivering services and loan products and is attempting to
streamline operations. The Agency has (1) moved away from the direct delivery of products and services
and toward using partnerships and business resource partners more extensively, (2) reorganized field
staff, and (3) centralized certain functions and reduced staff. As a consequence, based on the increasing
need for SBA to monitor the activities of its lenders, the OIG reissued the lender oversight Management
Challenge for FY 2005.

The Challenge has focused on the development of loan monitoring controls, including policies and
procedures governing the operation of the lender oversight

The re-issuance of this Challenge in program. The re-issuance of this Challenge in October 2004
October 2004 reflects the progress reflects the progress made by SBA in establishing a loan
made by SBA in establishing a loan monitoring system. Now the OIG is revising the Challenge
monitoring system. Now the OIG is to focus on the use and implementation of the system. In
revising the Challenge to focus on the order to fully resolve the Challenge, management needs to
use and implementation of the svstem. implement standard operating procedures and regulations

that address the plan for lender oversight and guidance for
lender/participant reviews and performance, and implement uniform procedures for periodic evaluations
of participants. Also, management needs to ensure that there is effective communication among SBA’s
internal units, and to implement a tracking system for the results of lender/participant reviews and
recommendations.

General Business Loan Fraud Remains a Major Concern

Some borrowers submit false and fraudulent documents, claim assets that do not exist, fail to disclose
other SBA loans for the same business, misuse loan proceeds, and manipulate property values. For
example, as a result of a joint effort by the SBA OIG and the FBI, a Texas business owner was indicted in

connection with fraudulently obtaining two SBA-guarantied

Some borrowers submit false and loans and a line of credit totaling nearly $1.1 million. He
fraudulent documents, claim assets that  ajjegedly inflated property values and net worth to influence
do not exist, fail to disclose other SBA lenders to approve the loans. He then used the loan proceeds
loans for the same business, misuse for personal expenses.

loan proceeds, and manipulate property

values. In another case, a Missouri businessman was sentenced to 9

years in prison followed by 5 years probation and was
ordered to pay over $2.4 million to his victims, including an SBA lender, a non-SBA lender, the Internal
Revenue Service (IRS), and various individuals. A joint SBA OIG investigation with the IRS found that
he made false statements to financial institutions to obtain a $340,000 SBA loan. He defaulted on the
loan, resulting in a $224,000 loss. In a related scheme, he bilked investors out of about $1.6 million.
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Character Screening Reduces the Likelihood of Program Abuse

SBA requires applicants for assistance to meet certain character standards before participating in
programs involving business loans, disaster assistance loans, Section 8(a) certifications, surety bond
guaranties, small business investment companies, and certified development companies. The OIG’s
Office of Security Operations ensures that program participants meet these standards by processing name
checks and, where appropriate, fingerprint checks on applicants. During this semiannual period, the OIG
processed a total of 1,457 external name check requests for the above programs.

The OIG also assisted the Agency in making character eligibility determinations through its on-line
connection with the FBI’s Machine Readable Data system

Character screenings made credit by referring applicants who appear to be ineligible to
available to other applicants who had program officials for adjudication. During this 6-month
no character eligibility issues. Over reporting period, OIG referrals resulted in SBA business
$248 million in loans have been loan program managers declining 28 applications, and
declined during the last 10 years due to disaster loan program officials declining 17 applications,
character eligibility issues. totaling $9,512,050 and $495,970, respectively. Character

screenings made credit available to other applicants who
had no character eligibility issues. Over $248 million in loans have been declined during the last 10 years
due to character eligibility issues.

In addition, based on OIG character eligibility information, the Section 8(a) program declined three
applications for admission to the program. The OIG also
coordinates background investigations for Agency
employees and contractor personnel required to have
employment/security clearances. During this reporting
period, the OIG initiated 87 background investigations
and issued 27 security clearances. The OIG also
adjudicated 54 background investigative reports and
coordinated with SBA’s Office of Disaster Assistance to adjudicate 388 derogatory background
investigative reports forwarded for review and appropriate action. Finally, the OIG processed 3,780
internal name check requests for various Agency activities such as success stories, Small Business Person
of the Year nominees, and new disaster assistance hires.

Character screenings made credit
available to other applicants who had no
character eligibility issues. Over $248
million in loans have been declined during
the last 10 years due to character eligibility
issues.

OIG Uses Debarments to Deter Fraud

Historically, SBA has undertaken few debarment actions. The OIG believes that it is in the public interest
) to debar parties from conducting business with the
In the past year, the OIG has stepped up its  Federal Government that have a history of fraud or

efforts in making recommendations to the otherwise lack business integrity. In the past year, the
SBA with respect to the debarment of OIG has stepped up its efforts in making
parties participating in SBA programs. recommendations to the SBA with respect to the

debarment of parties participating in SBA programs. In
an effort to facilitate the Agency’s review of OIG-proposed debarments, the OIG prepares a detailed
proposal describing why a party should be debarred, supplies pertinent evidence and documentation
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supporting the debarment, and prepares drafts of initial Notices of Proposed Debarments for transmission
to the party in the event the Agency agrees that debarment is appropriate.

For example, as a result of a recommendation from the OIG, the Agency debarred a former loan agent for
3 years from all Federal procurement and non-procurement activities. A federal investigation found that
the agent had obtained fraudulent loans from a lender on behalf of six people, all without their knowledge
and consent, causing a loss to the bank in excess of $500,000. Although these false applications were not
submitted under any SBA loan program, the agent had submitted to lenders numerous applications for
SBA-guarantied loans containing allegedly fraudulent information on behalf of small business clients.
However, because the lenders had declined the applications, no charges were filed. Based on the agent’s
guilty plea, the OIG recommended that the Agency debar the agent and, on January 24, 2005, the Agency
debarred him for 3 years, and placed his name on the Excluded Parties List System (which can be found
at http://epls.arnet.gov/).
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Significant OIG Activities

Goal: Improve the Security Over and the Accuracy of SBA
Accounting and Management Information

The SBA depends on a complex information technology (IT) environment, which includes a number of
mission critical systems running on a mix of legacy mainframe, client-server, and minicomputers. The
SBA has had difficulty producing reliable and timely financial and management information to support its
operations, primarily because of reliance on outdated IT systems that are not integrated. The SBA is
developing a new Disaster Credit Management system to modernize and improve its disaster loan-making
activities. The SBA is also implementing a Lender and Loan Monitoring System to monitor its business
loan portfolio. These efforts are critical to SBA’s successful future operations. However, these efforts do
not impact SBA’s Loan Accounting System, which is outdated and in need of replacement.

The Chief Financial Officers Act of 1990 requires each Federal agency to have annual audited financial
statements. A key Office of Management and Budget (OMB) initiative is to have agencies improve their
financial management activities, including providing financial statements and financial performance
information in a timelier manner. For several years, our independent auditor has been critical of the
Agency’s reporting process and its ability to provide accurate, complete, and reliable financial data.

SBA'’s Information Systems Controls Need Improvement

The confidentiality, integrity, and availability of SBA’s information systems are vital to the continued
successful operation of the Agency. The SBA’s effort to improve its computer security program during
the past year has shown mixed results. SBA achieved a major milestone in certifying and accrediting all
of its major systems within the past year and recently upgraded

its Oracle Accounting Software financial application package. SBA achieved a major milestone in
However, recent OIG and external auditor reviews showed the certifying and accrediting all of its
need for continued focus and improvement in Information major systems within the past year
System Controls. As a result of these audit results, OIG is and recently upgraded its Oracle
currently updating the information security Management Accounting Software financial
Challenge to reflect the additional improvements needed for application package.

SBA to overcome this Challenge.

The SBA’s Information Security Program, as required for the Federal Information Security Management
Act (FISMA) for FY 2004, showed that SBA has not been able to sufficiently address 248 system risk
assessment vulnerabilities and OIG audit findings. A

The SBA’s Information Security subsequent limited scope assessment of SBA’s Plan
Program, as required for the Federal of Action and Milestone (POA&M) process showed
Information Security Management Act that the SBA has improved the manner in which it

(FISMA) for FY 2004, showed that SBA  developed, planned and managed its POA&M

has not been able to sufficiently address — 5rocegs. Improvements continue to be needed in general

248 system risk assessment vulnerabilities  3nq application controls in SBA’s Information Technology

and OIG audit findings. (IT) general support systems and major application
systems.
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Significant OIG Activities

Our independent auditor’s FY 2004 review of general and application controls was issued during this
reporting period. This audit followed guidance provided in the Government Accountability Office’s
(GAO) Federal Information System Controls Audit Manual (FISCAM) and concluded, as it did for FY
2003, that SBA needs to improve (1) entity-wide security program controls, (2) access controls, (3)
application software development and program change controls, (4) system software controls, (5)
segregation of duty controls, and (6) service continuity controls. Our independent auditor made 23
recommendations and specifically identified 8 unimplemented recommendations from previous audit
reports which significantly put the integrity of the Agency’s information security program at risk.

SBA’s Continuity of Operations Plan (COOP) is Not Adequate

A recent audit found that the SBA COOP did not have an adequate chain-of-command, oversight, and
funding. In addition, SBA has not adequately tested its
COOP and all the program, disaster and field office A recent audit found that the SBA COOP
Business Recovery Plans (BRP) that would be needed to did not have an adequate chain-of-
resume office functions during emergency or disaster command, oversight, and funding.
events. Among other deficiencies, SBA’s COOP and
individual BRPs did not contain all necessary information to ensure that the plans were viable and that the
Agency or its individual offices could utilize the plans in the event of an emergency. SBA has also not
implemented an effective review and approval program for its COOP and BRPs. The SBA Headquarters
COOP did not adequately identify essential functions performed by the Agency or which functions must
be continued under all circumstances. Further, SBA did not have adequate System Disaster Recovery
Plans (SDRP) to ensure the recovery of critical IT systems supporting the Agency’s essential functions.
. The OIG made 15 recommendations to strengthen its
... SBA has not adequgtely tested its COOP COOP and SDRP process. Some of these
anc_i all the_ program, disaster and field recommendations have been incorporated in the
office Business Recovery Plang (BRP) t_hat information security Management Challenge.
would be needed to resume office functions

during emergency or disaster events.

SBA Makes Significant Progress in Improving its Financial Statement Opinion

Various laws and regulations place significant responsibilities on Federal financial managers to assess
whether they are effectively and efficiently managing public resources. In recent years, the OIG, GAO,
and SBA’s independent auditor all noted significant internal control weaknesses that resulted in the
Agency being unable to produce reliable, timely, and accurate financial information, including its annual
financial statements. As a result, SBA’s independent auditors were unable to render an opinion on SBA’s
financial statements in FY 2000 through FY 2003. SBA received a qualified opinion on its FY 2004
statements. Thus, the OIG continues to identify financial management as one of the Agency’s top
Management Challenges.
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Significant OIG Activities

Recognizing the importance of sound financial management, SBA’s Administrator has made improving
financial management one of the Agency’s top priorities. SBA has worked diligently to identify and
address the underlying causes of its financial management issues and the Agency has made

significant progress towards improvements. SBA’s most important accomplishments have been
improved models for estima