The US Small Business Administration 

Personally Identifiable Information

Survey

1. Do you handle personally identifiable information within your office? (Yes or No)
2. Does your office have a system/application which utilizes personally identifiable information? (Yes or No)
3. Has a Privacy Impact Assessment been developed on your information system? (Yes or No)
4. What type of Personal Information is requested, collected, used, generated, retained, etc within your area? 

· No Personal Information

· Name 

· Address 

· Telephone Number

· Social Security Number

· Financial Account Information

· Date of Birth

· Email

· Other

5. Does your office share PII with an external Agency? If “Yes,” indicate how data is transmitted i.e.., “Electronically” or “Manually” in Comment box below. (Yes or No)
6. Is PII data shared with a third party? If “yes,” please explain the process used in comment box below. (Yes or No)
7. Do you utilize “Separation of Duties” in your system/application which contains PII data? If “No” explain why not in the Comment Box. (Yes or No)
8. Is PII data stored off-site? If “Yes,” please explain how the data is protected. (Yes or No)
9. When sending emails or faxing documents with PII do you properly mark the document to alert the reader of the need to protect the data? (Yes or No)

10. In your Program Office are procedures in place to prevent the casual viewing of PII data on monitors by persons without a “need-to-know”? (Yes or No)
11. Is the storage of PII data allowed on personal media or storage devices? (Yes or No)
12. Is removable portable storage devices containing PII data (e.g. laptops, hard drives, thumb drives, CD’s DVD’s) encrypted before being removed from the work place? (Yes or No)
13. When disposing of documents and media containing PII do you discard it into a recycling bin without shredding it because you think the recycler will shred it? (Yes or No)

14. Do you utilize a locked file cabinet to store documents containing PII data within your office or work area? (Yes or No)

15. Has your Program Office had any data breaches within the past year? (Yes or No) If yes, was the individual whose information was disclosed contacted? Please explain the information in the Comment Box.
16. If you were associated with a PII Data Breach who would you contact? Select the best answer or answers: 
· Immediate Supervisor
· Department Head
· Chief Information Security Officer
· All of the above

